
986

32 CFR Ch. I (7–1–02 Edition)§ 327.6

times. Printed computer reports con-
taining personal data must carry the 
markings FOUO. Other media storing 
personal data such as tapes, reels, disk 
packs, etc., must be marked with labels 
which bear FOUO and properly safe-
guarded. 

(3) Adherence to paragraphs (h)(1) 
and (h)(2) of this section, fulfills the re-
quirements of 32 CFR part 285. 

(i) Records disposal. (1) DeCA records 
containing personal data will be shred-
ded or torn to render the record unrec-
ognizable or beyond reconstruction. 

(2) The transfer of large quantities of 
DeCA records containing personal data 
to disposal activities is not considered 
a release of personal information under 
this part. The volume of such transfers 
makes it difficult or impossible to 
identify easily specific individual 
records. Care must be exercised to en-
sure that the bulk is maintained so as 
to prevent specific records from becom-
ing readily identifiable. If the bulk is 
amintained, no special procedures are 
required. if the bulk cannot be main-
tained, dispose of the records by shred-
ding or tearing to render the record un-
recognizable or beyond reconstruction.

§ 327.6 Collecting personal information 
(a) Collect directly from the individual. 

To the greatest extent practicable, col-
lect personal information directly from 
the individual to whom it pertains if 
the information may be used in making 
any determination about the rights, 
privileges, or benefits of the individual 
under any Federal program. 

(b) Collecting personal information from 
third parties. It may not be practical to 
collect personal information directly 
from an individual in all cases. Some 
examples of this are: 

(1) Verification of information 
through third party sources for secu-
rity or employment suitability deter-
minations; 

(2) Seeking third party opinions such 
as supervisory comments as to job 
knowledge, duty performance, or other 
opinion-type evaluations; 

(3) When obtaining the needed infor-
mation directly from the individual is 
exceptionally difficult or may result in 
unreasonable costs; or 

(4) Contacting a third party at the re-
quest of the individual to furnish cer-

tain information such as exact periods 
of employment, termination dates, 
copies of records, or similar informa-
tion. 

(c) Collecting social security numbers 
(SSNs). (1) It is unlawful for DeCA to 
deny an individual any right, benefit, 
or privilege provided by law because an 
individual refuses to provide his or her 
SSN. Executive Order 9397 authorizes 
solicitation and use of SSNs as numer-
ical identifiers for individuals in most 
Federal record systems, however, it 
does not provide mandatory authority 
for soliciting. 

(2) When an individual is requested to 
provide their SSN, they must be told: 

(i) the uses that will be made of the 
SSN; 

(ii) The statute, regulation or rule 
authorizing the solicitation of the 
SSN; and 

(iii) Whether providingthe SSN is 
voluntary or mandatory. 

(3) Once the SSN has been furnished 
for the purpose of establishing a 
record, the notification in paragraph 
(c)(2) of this section is not required if 
the individual is only requested to fur-
nish or verify the SSNs for identifica-
tion purposes in connection with the 
normal use of his or her records. 

(d) Privacy act statements. When a 
DeCA individual is requested to furnish 
personal information about himself or 
herself for inclusion in a system of 
records, a Privacy Act Statement is re-
quired regardless of the medium used 
to collect the information, e.g. forms, 
personal interviews, telephonic inter-
views. The statement allows the indi-
vidual to make a decision whether to 
provide the information requested. The 
statement will be concise, curent, and 
easily understood and must state 
whether providing the information is 
voluntary or mandatory. if furnishing 
the data is mandatory, a Federal stat-
ute, Executive Order, regulation or 
other lawful order must be cited. If the 
personal information solicited is not to 
be incorporated into a DeCA system of 
records, a PA statement is not re-
quired. This information obtained 
without the PA statement will not be 
incorporated into any DeCA systems of 
records. 

(1) The DeCA Privacy Act Statement 
will include:
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(i) The specific Federal statute or Ex-
ecutive Order that authorized collec-
tion of the requested information; 

(ii) The principal purpose or purposes 
for which the information is to be used; 

(iii) The routine uses that will be 
made of the information; 

(iv) Whether providing the informa-
tion is voluntary or mandatory; and 

(v) The effects on the individual if he 
or she chooses not to provide the re-
quested information. 

(2) Forms. When DeCA uses forms to 
collect personal information, place-
ment of the Privacy Act advisory 
statement should be in the following 
order of preference: 

(i) Below the title of the form and po-
sitioned so the individual will be ad-
vised of the requested information, 

(ii) Within the body of the form with 
a notation of its location below the 
title of the form, 

(iii) On the reverse of the form with 
a notation of its location below the 
title of the form, 

(iv) Attached to the form as a tear-
off sheet, or 

(v) Issued as a separate supplement 
to the form. 

(3) Forms issued by non-DoD Activities. 
Ensure that the statement prepared by 
the originating agency on their forms 
is adequate for the purpose for which 
DeCA will use the form. If the state-
ment is inadequate, DeCA will prepare 
a new statement before using the form. 
Forms issued by other agencies not 
subject to the Privacy Act but its use 
requires DeCA to collect personal data, 
a Privacy Act Statement will be added.

§ 327.7 Access by individuals 
(a) Individual access to personal infor-

mation. Release of personal information 
to individuals whose records are main-
tained in a systems of records under 
this part is not considered public re-
lease of information. DeCA will release 
to the individuals all of the personal 
information, except to the extent the 
information is contained in an exempt 
system of records. 

(1) Requests for access. (i) Individuals 
in DeCA Headquarters and FOAs will 
address requests for access to their per-
sonal information to the DeCA Privacy 
Act Officers. Individuals in Regions, 
CDCs, and commissaries, will address 

requests to their respective Region Pri-
vacy Act Coordinator. The individual is 
not required to explain or justify why 
access is being sought. 

(ii) If an individual wishes to be ac-
companied by a third party when seek-
ing access to his or her records or to 
have the records released directly to 
the third party, a signed access author-
ization granting the third party access 
is required. 

(iii) A DeCA individual will not be 
denied access to his or her records be-
cause he or she refuses to provide his 
or her SSN unless the SSN is the only 
way retrieval can be made. 

(2) Granting access. (i) If the record is 
not part of an exempt system, DeCA 
personnel will be granted access to the 
original record or an exact copy of the 
original record without any changes or 
deletions. Medical records will be dis-
closed to the individual to whom they 
pertain unless an individual fails to 
comply with the established require-
ments. This includes refusing to name 
a physician to receive medical records 
when required, refusing to pay fees, or 
when a judgment is made that access 
to such records may have an adverse 
effect on the mental or physical health 
of the individual. Where an adverse ef-
fect may result, a release will be made 
in consultation with a physician. 

(ii) DeCA personnel may be denied 
access to information compiled in rea-
sonable anticipation of a civil action or 
proceeding. The term ‘‘civil pro-
ceeding’’ is intended to include quasi-
judicial and pretrial judicial pro-
ceedings. Information prepared in con-
junction with the quasi-judicial, pre-
trial and trial proceedings to include 
those prepared by DeCA legal and non-
legal officials of the possible con-
sequences of a given course of action 
are protected from access. 

(iii) Requests by DeCA personnel for 
access to investigatory records per-
taining to themselves, compiled for law 
enforcement purposes, are processed 
under this part and that of 32 CFR part 
310. Those requests by DeCA personnel 
for investigatory records pertaining to 
themselves that are in records systems 
exempt from access provisions shall be 
processed under this part or 32 CFR 
part 285, depending upon which pro-
vides the greatest degree of access. 
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